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ABSTRACT: - Intrusion detection has, over the last few years, assumed paramount importance within the
broad realm of network security, more so in the case of wireless ad hoc networks. These are networks that do
not have an underlying infra-structure; the network topology is constantly changing. The inherently vulnerable
characteristics of wireless ad hoc networks make them susceptible to attacks, and it may be too late before any
counter action can take effect. Second, with so much advancement in hacking, if attackers try hard enough they
will eventually succeed in infiltrating the system. This makes it important to constantly (or at least periodically)
monitor what is taking place on a system and look for suspicious behavior. Intrusion detection systems (IDSs)
do just that: monitor audit data, look for intrusions to the system, and initiate a proper response (e.g., email the
systems administrator, start an automatic retaliation). As such, there is a need to complement traditional
security mechanisms with efficient intrusion detection and response. In this article we present a survey on the
work that has been done in the area of intrusion detection in mobile ad hoc networks.

l. INTRODUCTION

Wireless ad hoc networks have been in focus within the wireless research community. Essentially,
these are networks that do not have an underlying fixed infrastructure. Mobile hosts “join” on the fly and create
a network on their own. With the network topology changing dynamically and the lack of centralized net-work
management functionality, these networks tend to be vulnerable to a number of attacks.

Mobile nodes within one another’s radio range can communicate through wireless links and thus
dynamically form a network. Wireless devices that are not in direct range communicate via intermediate
devices; this is known as multi-hop communication. Thus, an ad hoc network is a collection of autonomous
nodes that form a dynamic purpose-specific multichip radio net-work in a decentralized fashion. The
quintessential nature of such networks is the conspicuous absence of a fixed support infrastructure such as
mobile switching centers, base stations, access points, and other centralized machinery seen in traditional
wireless networks. The network topology is constantly changing as a result of nodes joining in and moving out.
Packet forwarding, routing, and other network operations are carried out by the individual nodes themselves.

Wireless ad hoc networks find application in military operations so that planes, tanks, and moving
personnel can communicate. Rescue missions and emergency situations also find use for such networks. Other
examples include virtual classrooms and conferences wherein people can set up a network on the spot through
their laptops, PDAs, and other mobile devices, assuming they share the same physical medium such as direct
sequence spread spectrum (DSSS) or frequency hopped spread spectrum (FHSS).

The unreliability of wireless links between nodes, constantly changing topology due to the movement
of nodes in and out of the network, and lack of incorporation of security features in statically configured
wireless routing protocols not meant for ad hoc environments all lead to increased vulnerability and exposure to
attacks. Security in wireless ad hoc networks is particularly difficult to achieve, notably because of the limited
physical protection of each node, the sporadic nature of connectivity, the absence of a certification authority,
and the lack of a centralized monitoring or management unit. Intrusion prevention is not guaranteed to work all
the time; this clearly underscores the need for intrusion detection as a frontline security research area under the
umbrella of ad hoc network security. If an intrusion is detected quickly enough, the intruder can be identified
and ejected from the system before any damage is done or any data are compromised. Moreover, an effective
intrusion detection system (IDS) can serve as a deterrent, acting to prevent intrusions. Intrusion detection
enables the collection of information about intrusion techniques that can be used to strengthen the intrusion
prevention facility. In this article we look at how ad hoc networks to a certain extent can be secured using
traditional techniques. We then examine the different intrusion detection techniques proposed for these
networks.
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With so much advancement in hacking, if attackers try hard enough, they will eventually succeed in
infiltrating the system. This makes it important to monitor what is taking place on a system and look for
suspicious behavior. Intrusion Detection Systems do just that.

The rest of the article is organized as follows.

We present the characteristics of wireless ad hoc networks that make them so vulnerable to attacks. The
fundamentals of intrusion detection are covered along with a classification of these systems. We then look at the
requirements and characteristics of IDSs. The piece de resistance of this article presents a state-of-the-art view
of the research in intrusion detection in the ad hoc environment. We devote a section to comparing different
intrusion detection schemes against a set of attributes that are desirable in any such scheme.

1. SECURITY VULNERABILITIES IN MOBILE AD HOC NETWORKS
There are various reasons why wireless ad hoc networks are at risk, from a security point of view. We
next discuss the characteristics, which make these networks vulnerable to attacks.

In traditional wireless networks, mobile devices associate themselves with an access point, which is in
turn connected to other wire-line machinery such as a gateway or name server that manages the network
management functions. Ad hoc networks, on the other hand, do not have a centralized piece of machinery such
as a name server, which if present as a single node can be a single point of failure. The absence of infrastructure
and the subsequent absence of authorization facilities impede the usual practice of establishing a line of defense,
distinguishing nodes as trusted and nontrusted. There may be no ground for an a priori classification, since all
nodes are required to cooperate in supporting the network operation, while no prior security association (SA)
can be assumed for all the network nodes. Freely roaming nodes form transient associations with their
neighbors, joining and leaving sub domains independently with and without notice.

An additional problem related to the com-promised nodes is the potential Byzantine fail-ures
encountered within mobile ad hoc network (MANET) routing protocols wherein a set of nodes could be
compromised in such a way that incorrect and malicious behavior cannot be directly noted at all. Such malicious
nodes can also create new routing messages and advertise nonexistent links, provide incorrect link state
information, and flood other nodes with routing traffic, thus inflicting Byzantine failures on the system.

The wireless links between nodes are highly susceptible to link attacks, which include passive
eavesdropping, active interfering, and leakage of secret information, data tampering, impersonation, message
replay, message distortion, and denial of service (DoS). Eavesdropping might give an adversary access to secret
information, violating confidentiality. Active attacks might allow the adversary to delete messages, inject
erroneous messages, modify messages, and impersonate a node, thus violating availability, integrity,
authentication, and no repudiation.

The presence of even a small number of adversarial nodes could result in repeatedly com-promised
routes; as a result, the network nodes would have to rely on cycles of timeout and new route discoveries to
communicate. This would incur arbitrary delays before the establishment of a non-corrupted path, while
successive broad-casts of route requests would impose excessive transmission overhead. In particular,
intentional-ly falsified routing messages would result in DoS experienced by the end nodes.

Moreover, the battery-powered operation of ad hoc networks gives attackers ample opportunity to
launch a DoS attack by creating addition-al transmissions or expensive computations to be carried out by a node
in an attempt to exhaust its batteries.

Attacks against MANET’s can be divided into two groups: Passive attacks typically involve only
eavesdropping of data whereas active attacks involve actions performed by adversaries, for instance the
replication, modification and dele-tion of exchanged data. External attacks are typi-cally active attacks that are
targeted to prevent services from working properly or shut them down completely. Intrusion prevention
measures like encryption and authentication can only pre-vent external nodes from disrupting traffic, but can do
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little when compromised nodes internal to the network begin to disrupt traffic. Internal attacks are typically
more severe attacks, since malicious insider nodes already belong to the network as an authorized party and are
thus pro-tected with the security mechanisms the network and its services offer. Thus, such compromised nodes,
which may even operate in a group, may use the standard security means to actually pro-tect their attacks.

In summary, a malicious node can disrupt the routing mechanism employed by several routing protocols in the
following ways.
Attack the route discovery process by:

. Changing the contents of a discovered route

. Modifying a route reply message, causing the packet to be dropped as an invalid packet
. Invalidating the route cache in other nodes by advertising incorrect paths

. Refusing to participate in the route discovery process

Attack the routing mechanism by:

. Modifying the contents of a data packet or the route via which that data packet is supposed to travel

. Behaving normally during the route discovery process but drop data packets causing a loss in
throughput

Generate false route error messages whenev-er a packet is sent from a source to a destination.Launch DoS
attacks by:

. Sending a large number of route requests. Due to the mobility aspect of MANETS, other nodes cannot
make out whether the large number of route requests is a consequence of a DoS attack or due to a large number
of broken links because of high mobility.

. Spoofing its IP and sending route requests with a fake ID to the same destination, caus-

ing a DoS at that destination.

The above discussion makes it clear that ad hoc networks are inherently insecure, more so than their
wireline counterparts, and need intru-sion detection schemes before it is too late to counter an attack. If there are
attacks on a sys-

The wireless links between nodes are highly susceptible to link attacks, which include passive
eavesdropping, active interfering, leakage of secret information, data tampering, impersonation, message replay,
Message distortion and denial of ser-vice.

An IDS is generally controlled by the configuration settings that would specify how and where to
collect audit data, how to respond to intrusions, etc. Access to these configuration settings would give a
potential intruder vital information on which avenues of attack are likely to go undetected.
tem, one would like to detect them as soon as possible (ideally in real time) and take appropri-ate action. This is
essentially what an IDS does. We now discuss the basics of an IDS and pro-vide a classification of such
systems.

1. INTRUSION DETECTION SYSTEMS: A BRIEF OVERVIEW

Intrusion detection can be defined as the auto-mated detection and subsequent generation of an alarm to
alert the security apparatus at a location if intrusions have taken place or are taking place. An IDS is a defense
system that detects hostile activities in a network and then tries to possibly prevent such activities that may
compromise system security. IDSs achieve detec-tion by continuously monitoring the network for unusual
activity. The prevention part may involve issuing alerts as well as taking direct preventive measures such as
blocking a suspected connec-tion. In other words, intrusion detection is a pro-cess of identifying and responding
to malicious activity targeted at computing and networking resources. In addition, IDS tools are capable of
distinguishing between insider attacks originating from inside the network and external ones. Unlike firewalls
which are the first line of defense, IDSs come into the picture only after an intrusion has occurred and a node or
network has been compromised. That is why IDSs are aptly called the second line of defense.

V. GENERALLY SPEAKING, AN IDS:
. Is NOT an antivirus program designed to detect malicious software’s such as viruses, Trojans, and
worms.
. Is NOT a network logging system used, for example, to detect complete vulnerability to any DoS attack
across a congested network. These are network traffic monitoring systems.
. Is NOT a wulnerability assessment tool that checks for bugs and flaws in operating systems and
network services. Such an activity would fall under the purview of security scanners.
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A basic model of an IDS is likely to include quite a few elements. Primarily, intrusion detec-tion
decisions are based on collected audit data. Sources of data can include keyboard input, com-mand-based logs,
and application-based logs. Audit data is stored either indefinitely, for later reference, or temporarily, awaiting
processing. The humongous volume of data makes this a cru-cial element in an IDS. One or many algorithms
are executed to find evidence in the audit trail of suspicious behavior. An IDS is generally con-trolled by the
configuration settings that would specify how and where to collect audit data, how to respond to intrusions, and
so on. Access to these configuration settings would give a poten-tial intruder vital information on which avenues
of attack are likely to go undetected. Reference data stores information about known intrusion signatures (for
misuse systems) or profiles of nor-mal behavior (for anomaly systems). The process-ing element must
frequently store intermediate results, an example of which might be informa-tion about partially fulfilled
intrusion signatures. The space needed to store this active data can grow quite large too. And finally, the alarm
part of the system handles all output from the system. Examples include automated response to suspi-cious
activity and notification of the user.

Intrusion detection can be classified into three broad categories: anomaly detection, sig-nature or
misuse detection, and specification-based detection. We discuss each of these as per the taxonomy proposed in

[1].

Anomaly detection: In an anomaly detection system a baseline profile of normal system activi-ty is
created. Any system activity that deviates from the baseline is treated as a possible intru-sion. The problems
with strict anomaly detection are that:

. Anomalous activities that are not intrusive are flagged as intrusive.
. Intrusive activities that are not anomalous result in false negatives.

One disadvantage of anomaly detection for mobile computing is that the normal profile must be
periodically updated and the deviations from the normal profile computed. The periodic calculations can impose
a heavy load on some resource constrained mobile devices; perhaps a lightweight approach that involves
comparatively less computation might be better suited.

Misuse detection: In misuse detection, deci-sions are made on the basis of knowledge of a model of the
intrusive process and what traces it ought to leave in the observed system. Legal or illegal behavior can be
defined and observed behavior compared accordingly. Such a system tries to detect evidence of intrusive
activity irre-spective of any knowledge regarding the back-ground traffic (i.e., the normal behavior of the
system).

Specification-based detection: Specification-based detection defines a set of constraints that describe
the correct operation of a program or protocol, and monitors the execution of the pro-gram with respect to the
defined constraints. This technique may provide the capability to detect previously unknown attacks, while
exhibit-ing a low false positive rate.

An offshoot to misuse and anomaly detection is compound detection, which is basically a mis-use
inspired system that forms a compound deci-sion in view of a model of both the normal behavior of the system
and the intrusive behavior of the intruder. The detector operates by detect-ing the intrusion against the
background of the normal traffic in the system. These detectors have a much better chance of correctly detecting
truly interesting events in the supervised system, since they both know the patterns of intrusive behavior and can
relate them to the normal behavior of the system. They would at the very least be able to qualify their decisions
better.

V. INTRUSION RESPONSE
The type of intrusion response for wireless ad hoc networks depends on the type of intrusion, the
network protocols and applications in use, and the confidence (or certainty) in the evi-dence. A few likely
responses include:

. Reinitializing communication channels between nodes (e.g., force rekey).

. Identifying the compromised nodes and reor-ganizing the network to preclude the compro-mised
nodes.

. The IDS agent informing the end user, who may in turn do his/her own investigation and take
appropriate action.

. Initiating a re-authentication request to all nodes in the network to prompt the end users to authenticate

themselves (and hence their wireless nodes) using out-of-band mechanisms (like visual contacts). Only the re-
authenticat-ed nodes, which may collectively negotiate a new communication channel, will recognize each other
as legitimate. That is, the compro-mised/malicious nodes can be excluded.
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VI. REQUIREMENTS FOR AN INTRUSION DETECTION SYSTEM FOR MOBILE AD
HOC NETWORKS

There are two key requirements that any IDS must fulfill. These are effectiveness — how to make the
intrusion detection system classify malign and benign activity correctly — and effi-ciency — how to run the
IDS in a cost effective manner as far as possible. In other words, these two requirements in essence suggest that
an IDS should detect a substantial percentage of intru-sions into the supervised system, while keeping the false
alarm rate at an acceptable level at a lower cost. It is expected that an ideal IDS is likely to support several of the
following require-ments:

. The IDS should not introduce a new weakness in the MANET. That is, the IDS itself should not make a
node any weaker than it already is.

. An IDS should run continuously and remain transparent to the system and users.

. The IDS should use as little system resources as possible to detect and prevent intrusions. IDSs that
require excessive communication among nodes or run complex algorithms are not desirable.

. It must be fault-tolerant in the sense that it must be able to recover from system crashes, hopefully
recover to the previous state, and resume the operations before the crash

. Apart from detecting and responding to intru-sions, an IDS should also resist subversion. It should
monitor itself and detect if it has been compromised by an attacker.

. An IDS should have a proper response. In other words, an IDS should not only detect but also respond
to detected intrusions, preferably without human intervention.

. Accuracy of the IDS is another major factor in MANETS. Fewer false positives and false neg-atives are
desired.

. It should interoperate with other intrusion detection systems to collaboratively detect intrusions. For

example, the Internet Engi-neering Task Force (IETF) Intrusion Detec-tion Working Group (IDWG) [2] is
working toward proposing such a specification.

VII.  INTRUSION DETECTION IN MANETS

Quite a bit of research work has already been done in intrusion detection for traditional wired networks.
However, applying the research of wired networks to wireless networks is not an easy plug-and-play task
because of key architectural differences, principal among them being the lack of fixed infrastructure. The
absence of physical infrastructure facilitates the attacker’s task since it is easier to eavesdrop on network traffic
in a wireless environment.

Wireless ad hoc networks, due to their vulnerabilities, provide a tougher challenge for designing an
IDS. Without centralized audit points such as routers and gateways, an IDS for ad hoc networks is limited to
using only the cur-rent traffic coming in and out of the node as audit data. Another key requirement is that the
algorithms the IDS uses must be distributed in nature, and should take into account the fact that a node can only
see a portion of the net-work traffic. Moreover, since ad hoc networks are dynamic and nodes can move about
freely, there is a possibility that one or more nodes could be captured and compromised, especially if the
network is in a hostile environment. If the algorithms of the IDS are cooperative, it becomes important to be
skeptical of which nodes one can trust. Therefore, intrusion detec-tion systems on ad hoc networks have to be
wary of attacks made from nodes in the network itself, not just attacks from outside the network. Also, mobile
networks cannot communicate as fre-quently as their wired counterparts to detect intrusions in order to conserve
bandwidth resources. Bandwidth and other issues such as battery life compound the problem even further. The
availability of partial audit data makes it harder to distinguish an attack from regular net-work use.

In this section we present a state-of-the-art view of research in IDSs for MANETS, including proposed
architectures and development work that is going on.

VIIl. DISTRIBUTED IDS
In their pioneering work on intrusion detec-tion in MANETS, Zhang and Lee describe a distributed and
cooperative intrusion detection model where every node in the network partic-ipates in intrusion detection and
response [3]. In this model, an IDS agent runs at each mobile node, and performs local data collec-tion and local
detection, whereas cooperative detection and global intrusion response can be triggered when a node reports an
anomaly. The authors consider two attack scenarios sep-arately:

. Abnormal updates to routing tables
. Detecting abnormal activities in layers other than the routing layer

The internals of an IDS agent are structured into six pieces, as shown in Fig. 1. Each node does local
intrusion detection independently, and neighboring nodes collaboratively work on a larger scale. Individual IDS
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agents placed on each and every node run independently and monitor local activities (including user, systems,
and communication activities within the radio range), detect intrusions from local traces, and initiate responses.
Neighboring IDS agents cooperatively participate in global intrusion detection actions when an anomaly is
detected in local data or if there is inconclusive evi-dence. The data collection module gathers local audit traces
and activity logs that are used by Quite a bit of research work has already been done in intrusion detection for
traditional wired networks. However, applying the research of wired networks to wireless networks is not an
easy plug-and-play task because of key architectural differences, principal among them being the lack of fixed
infrastructure.
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Figure 1. An intrusion detection system for MANETS.

IDS agents communication detection engine response data sets or that require collaborations among
local IDS agents use the cooperative detection engine.the local detection engine to detect local anomaly.
Detection methods that need broader data sets or require collaborations among local IDS agents use the
cooperative detection engine. Both the local and global response modules provide intrusion response actions.
The local response module triggers actions local to this mobile node (e.g., an IDS agent alerting the local user),
while the global one coordinates actions among neighboring nodes, such as the IDS agents in the network
electing a remedial action. A secure communication module provides a high-confidence communica-tion
channel among IDS agents.

The main contribution of [3] is that it pre-sents a distributed and cooperative intrusion detection
architecture based on statistical anomaly detection techniques. This article was among the first that had such a
detailed dis-tributed design. The design of actual detection techniques, their performance as well as verifica-
tion, however, were not addressed in the article.

IX. AODV PROTOCOL-BASED IDS

Bhargava et al. [4] proposed an intrusion detec-tion and response model (IDRM) to enhance security in
the Ad Hoc On Demand Distance Vector (AODV) routing protocol [5]. The intru-sion detection model
proposed by the authors is an extension of the model described above.

Figure 2 illustrates how the IDRM provides security to AODV. In this scheme, each node employs the
IDRM that utilizes neighborhood information to detect misbehavior of its neigh-bors. When the misbehavior
count for a node exceeds a predefined threshold, the information is sent out to other nodes as part of global
response. The other nodes receive this informa-tion, check their local Malcount for this mali-cious node, and
add their results to the initiator’s response. In the intrusion response model (IRM), a node identifies that another
node has been compromised when its Malcount increases beyond the threshold value for that allegedly
compromised node. In such cases, it propagates this information to the entire network by trans-mitting a special
type of packet called a MAL packet. If another node also suspects that the detected node is compromised, it
reports its sus-picion to the network and retransmits another special type of packet called REMAL. If two or
more nodes report about a particular node,another special packet, called a PURGE packet, is transmitted to
isolate the malicious node from the network. All nodes that have a route through the compromised node look for
newer routes. All packets received from a compromised node are dropped.

Some of the internal attacks include distribut-ed false route request, DoS, impersonation, and
compromise of a destination. The authors have proposed to identify these internal attacks in the following ways:

Distributed false route request: A malicious node might send frequent unnecessary route requests.
When the nodes in the network receive a number of route requests greater than a threshold count by a specific
source for a desti-nation in a particular time interval, the node is declared malicious.
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Denial of service: A malicious node launches the DoS attack by transmitting false control packets and
using all the network resources. DoS can be launched by transmitting false rout-ing messages or data packets. It
can be identified if a node is generating control packets that are more than the threshold count in a particular
time interval.

Destination is compromised: This attack is identified when the source does not receive a reply from the
destination in a particular time interval. The neighbors generate probe/hello packets to determine connectivity.
Impersonation: It can be avoided if the sender encrypts the packet with its private key and other nodes decrypt
with the public key of the sender. If the receiver is not able to decrypt the packet, the sender might not be the
real source; hence, the packet is dropped.

X. TECHNIQUES FOR INTRUSION-RESISTANT AD HOC ROUTING ALGORITHMS

Techniques for Intrustion-Resistant Ad Hoc Routing Algorithms (TIARA) are a set of design
techniques that strengthen MANETSs against DoS attacks [6]. The TIARA mechanisms limit the damage
sustained by MANETS from intru-sion attacks and allow continued network opera-tion at an acceptable level
during such attacks. It provides protection against attacks on control routing traffic as well as data traffic,
thereby providing a comprehensive defense against intruders. Because of routing algorithm independence it
allows widespread applicability and sup-ports secure enclaves for dynamic coalitions.

Check if N
Dats - malcount is T s
collection -« DM | greaterthan —» IRM |—f response — communication
threshold
b :
No =

Figure 2. Handling of internal attacks.

Research efforts at Architecture Technology Corporation are aimed at demonstrating a set of
innovative design techniques, collectively called TIARA, that secure ad hoc networks against DoS attacks. The
TIARA approach involves fully distributed lightweight firewalls for ad hoc wireless networks, distributed traffic
policing mechanisms, intrusion-tolerant routing, distribut-ed intrusion detection mechanisms, flow moni-toring,
reconfiguration mechanisms, multipath routing, and source-initiated route switching. The flow-based route
access control (FRAC) rules define admissible flows. Per-flow security association is instantiated by secure
session setup signaling protocol and contains informa-tion for packet authentication. Also, fast authen-tication
enables low-overhead integrity checks on packet flow-ids and sequence numbers. There is referral-based
resource allocation, which limits networks’ exposure to resource usurpation by spurious sessions, and flows are
assigned an ini-tial allowable resource usage. Moreover, addi-tional resources are only granted if the source of
the flow can present referrals from a certain number of trusted nodes. Referrals have time-bound validity. Flow-
specific sequence numbers limit and contain the impact of traffic replay attacks; sequence numbers are
embedded within secret locations within each packet. The destina-tion of flow monitors select flow parameters
to detect intrusion-induced path failures, and multi-path routing and source-initiated route switching divert flow
through available alternate paths to circumvent intruders. Efforts are on to imple-ment dynamic on-the-fly
modifications to FRAC (firewall) policies, real-time referral-based resource allocation, lightweight
implementation of traffic policing, fast authentication mecha-nisms resistant to traffic analysis, and embedding
sequence numbers and path labels in encrypted packets. Although the proposed architecture seems to cover most
of the important aspects of intrusion detection and prevention in MANETS, implementation of such a design
methodology entails extensive modification of the routing algorithms in a MANET. A summary of counter-
measures used in TIARA against intrusion attacks is shown in Table 1.

XI. WATCHDOG-PATHRATER APPROACH
Sergio Marti et al. discussed two techniques that improve throughput in MANETS in the presence of
compromised nodes that agree to forward packets but fail to do so [7]. A node may misbe-have because it is
overloaded, selfish, malicious, or broken. An overloaded node lacks the CPU
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Intrusion attacks - S3puriouz Packet 3ession Flow Route
Countermeasures | traffic replay  flooding disruption  hijacking
FRAC X

Fast suthentication X X X

Sequence numbsrs 5

Referrals X

Flow monitoring X X
Multipath routing X X
Source init route X X
switching

Table 1. A summary of TIARA countermeasures against intrusion attacks.

Cycles, buffer space, or available network band-width to forward packets. A selfish node is unwilling
to spend battery life, CPU cycles, or available network bandwidth to forward packets not of direct interest to it,
even though it expects others to forward packets on its behalf. A mali-cious node launches a DoS attack by
dropping packets. A broken node might have a software fault that prevents it from forwarding packets.

To mitigate the decrease in the throughput due to the above node categories, the authors use watchdogs
that identify misbehaving nodes and a pathrater that helps routing protocols avoid these nodes. When a node
forwards a packet, the node’s watchdog verifies that the next node in the path also forwards the packet. The
watchdog does this by listening promiscu-ously to the next node’s transmissions. If the next node does not
forward the packet, it is mis-behaving. The watchdog detects misbehaving nodes. Every time a node fails to
forward the packet, the watchdog increments the failure tally. If the tally exceeds a certain threshold, it
determines that the node is misbehaving; this node is then avoided using the pathrater. The pathrater, run by
each node in the network, combines knowledge of misbehaving nodes with link reliability data to pick the route
most likely to be reliable. Each node maintains a rating for every other node it knows about in the network. It
calculates a path metric by averaging the node ratings in the path.

The watchdog technique has its own advan-tages and weaknesses. Dynamic source routing (DSR) [8]
with the watchdog has the advantage that it can detect misbehavior at the forwarding level, not just at the link
level. Watchdog’s weak-nesses are that it might not detect a misbehaving node in the presence of:

Every node is responsible for detecting signs of intrusion locally and independently by monitoring activities
such as user and system activities and the communication activities within the radio range, but neighboring
nodes can collaboratively investigate in a broader range.

OO0 ©

Figure 3. Node a does not hear B forward packet 1 to C, because B’s transmission
collides at a with packet 2 from source S.

Figure 4. Node A believes that B has forwarded packet 1 to C, although C never
received the packet due to a collision with packet 2.
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. Ambiguous collisions: These prevent node A from overhearing the transmission from node B, as
shown in Fig. 3.

. Receiver collisions: Node A can only tell whether B has sent a packet, but not if node C received it or
not, as shown in Fig. 4.

. Limited transmission power: A mishehaving node could limit its transmission power such that the
signal is strong enough to be over-heard by the previous node but too weak to be received by the true recipient.

. False misbehavior: This occurs when a node falsely reports other nodes as mishehaving.

. Partial dropping: A node can circumvent the watchdog by dropping packets at a lower rate than the

watchdog’s configured minimum mis-behaving threshold.

XIl. ANOMALY DETECTION FOR MOBILE WIRELESS NETWORKS

An anomaly detection architecture that was proposed in [9] is shown in Fig. 5. In this scheme every
node in the MANET participates in intrusion detection and response. Every node is responsible for detecting
signs of intrusion locally and independently by monitoring activi-ties such as user and system activities and the
communication activities within the radio range, but neighboring nodes can collaboratively inves-tigate over a
broader range. The internals of the detection scheme are conceptually shown in Fig. 1. Information-theoretic
measures [10] such as entropy and conditional entropy are used to describe the characteristics of normal
information flows, and classification algorithms are used to build anomaly detection models. For example, a
classifier trained using normal data can be used to predict what normally the next event is given the previous n
events. In monitoring, when the actual event is not what the classifier has predicted, there is an anoma-ly. When
constructing a classifier, features with high information gain (or reduction in entropy) are needed. That is, a
classifier needs feature value tests to partition the original (mixed and high entropy) dataset into pure (and low
entropy) subsets, each ideally with one (cor-rect) class of data.

Using the above mentioned framework, the following procedure is utilized for anomaly detection:

. Select (or partition) audit data so that the nor-mal dataset has low (conditional) entropy.

. Perform appropriate data transformation according to the entropy measures (e.g., con-structing new
features with high information gain).

. Compute the classifier using training data.

. Apply the classifier to test data.

. Post-process alarms to produce intrusion reports.

Local routing information, including cache entries and traffic statistics, is used as an audit data source
because remote nodes can be com-promised and their data cannot be trusted. Since classifiers are used as
detectors, there is a need to select and/or construct features from the available audit data that have high
information gain. An unsupervised method is used to con-struct the feature set. First, a large feature set is
constructed to cover a wide range of behaviors. Then a small number of training runs can be performed with the
whole set of features on small audit data traces randomly chosen from previously stored audit logs. For each
training run, a corresponding model is built. The features that appear in the models and have weights not smaller
than a minimum threshold are selected into the essential feature set. For different rout-ing protocols and
different scenarios, the essen-tial feature set is different. In practice, the feature set needs to be updated after a
certain period, as the characteristics of routing behavior can change with time. The heuristic is that with
sufficiently high dimension, data can be separat-ed by a hyperplane, thus achieving the goal of classification.
Given an execution trace, a detec-tor is first applied to examine each observation. Then a post-processing
scheme is used to exam-ine the predictions and generate intrusion reports. A detection model can make spurious
errors, and these false alarms should be filtered out. In contrast, a true intrusion session has “locality” (i.e., it
tends to result in many alarms within a short time window). Therefore, these alarms can be grouped into a single
intrusion report.
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Figure 5. IDS architecture for a wireless ad hoc network.

The collaboration among the nodes is achieved using two types of data: security data to obtain complementary
information from collaborating hosts, and intrusion alerts to inform others of a locally

XIIl. MOBILE AGENTS FOR INTRUSION DETECTION AND RESPONSE IN MANETS

Mobile agents are special kinds of agent that have the ability to move through large networks. In
moving, the agents can interact with nodes, collect information, and execute tasks assigned to them. Mobile
agents offer several advantages such as reduction in network load as well as latency, which is achieved by
eliminating the need to move large amounts of data through the network via moving the analysis programs
closer to the audit data. When portions of an IDS get destroyed or separated due to network partition-ing, the
mobile agents can still continue to work, thereby increasing the fault tolerance level of the network. The mobile
agents tend to be indepen-dent of platform architectures, and thus enable agent-based IDSs to run under
different operat-ing system environments.

Local Intrusion Detection System (LIDS) — The LIDS is distributed in nature and utilizes mobile
agents on each of the nodes of the ad hoc network [11]. In order to make local intrusions a global con-cern for
the entire network, the LIDSs existing on different nodes collaborate. Collaboration among the nodes is
achieved using two types of data: security data to obtain complementary information from collaborating hosts,
and intru-sion alerts to inform others of a locally detected intrusion. LIDS has chosen to use Simple Net-work
Management Protocol (SNMP) data locat-ed in management information bases (MIBs) as the audit source
because SNMP offers several advantages; principal is that the cost of local information collection is negligible if
an SNMP agent is running on a node. Mobile agents (which must be autonomous and adaptive) are used to
transport SNMP requests to remote hosts to overcome the unreliability of SNMP message transfer over UDP. A
LIDS can delegate a spe-cific mission to an agent that it will achieve in an autonomous and asynchronous
manner without any help from its LIDS.

The LIDS architecture is shown in Fig. 6. The key elements of the architecture are:
OA common communication framework to facilitate all external and internal communica-tion with a LIDS
OSeveral data collecting agents for different tasks, such as:

. A local LIDS agent is in charge of local intru-sion detection and response, and also for reacting to
intrusion alerts provided by other nodes in order to protect itself against this intrusion.
. Mobile agents that collect and process data on remote hosts with an ability to transfer the results of a

computation back to their home LIDS or to migrate to another node for fur-ther investigation. The mobile agent
place is responsible for security control of these agents, but an agent should also be able to protect itself from
malicious mobile agent places.

. The local MIB agent provides a means of col-lecting MIB variables for either mobile agents or the
local LIDS agent. If SNMP runs on the node, the local MIB agent will be the inter-face with the running SNMP
agent. For other scenarios an SNMP-based agent has to be developed to allow optimized updates and retrieval of
the MIB variables used by intru-sion detection. The local MIB agent would in that case act as an interface
between the LIDS and this tailor-made agent.

In this design the local LIDS agent could use either misuse or anomaly detection as an intru-sion
detection mechanism. As far as response is concerned, as soon as a LIDS detects an intru-sion locally it informs
the other nodes of the net-work. Locally, the node is empowered to refuse connections with the suspicious node,
exclude it when performing cooperative actions, or exclude it from its community until it re-authenticates itself.
By being informed of intrusions on remote hosts, a LIDS can act as a security tool and pre-vent the intruder
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from attacking it. The authors recommend that for the best security in an ad hoc network, all the LIDSs on nodes
should run and cooperate continuously.

Mobile host
LIOS

| Mobile agents place |

MA
N
I Communicationframewaork |
T—.., Wireless ad hocnetwork

Figure 6. LIDS architecture.

The novelty of this scheme lies in its use of SNMP data located in MIBs as audit sources detected
intrusion.and the use of mobile agents to process data at the source to reduce communication overheads. The use
of a standard alert format, Intrusion Detection Message Exchange Format (IDMEF), and a protocol for
transporting such alerts, Intrusion Detection Exchange Protocol (IDXP), ensures that IDSs running on a broad
range of platforms can still interact and exchange intru-sion-related information. On the downside, the authors
do not consider compromised nodes broadcasting false intrusion-related information to the network.

Intrusion Detection Architecture Based on a Static Station-ary Database — A distributed IDS has been
pro-posed at Mississippi State University in which each node on the network has an IDS agent run-ning on it
[12]. The IDS agents on each node in the network work together via a cooperative intrusion detection algorithm
to decide when and how the network is being attacked. The architecture is divided into parts: the mobile IDS
agent, which resides on each node in the net-work, and the stationary secure database, which contains global
signatures of known misuse attacks and stores patterns of each user’s normal activity in a non-hostile
environment.

Metwaork traffic'system avdit data

]

Local audit trail

Local
Intrusion

Database

Secure communication model

OtherIDE agents
Figure 7. A proposed IDS based on a stationary secure database.

Mobile IDS Agents — Each node in the network will have an IDS agent running on it all the time. This
agent is responsible for detecting intrusions based on local audit data and partici-pating in cooperative
algorithms with other IDS agents to decide if the network is being attacked. Each agent has five parts: a local
audit trial, a local intrusion database (LID), a secure commu-nication module, anomaly detection modules
(ADMs), and misuse detection modules (MDMs), as shown in Fig. 7.
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The LID is a local database that warehouses all information necessary for the 1DS agent, such as the
signature files of known attacks, the estab-lished patterns of users on the network, and the normal traffic flow of
the network. The ADMs and MDMs communicate directly with the LID to determine if an intrusion is taking
place.

The secure communication module is neces-sary to enable an IDS agent to communicate with other
IDS agents on other nodes. It will allow the MDMs and ADMs to use cooperative algorithms to detect
intrusions. It may also be used to initiate a global response when an IDS agent or a group of IDS agents detects
an intru-sion. Data communicated via the secure commu-nication module needs to be encrypted.

The ADMs are responsible for detecting a different type of anomaly. There can be from one to many
ADMs on each mobile IDS agent, each working separately or cooperatively with other ADMs.

The MDMs identify known patterns of attacks that are specified in the LID. Like the ADMs, if the
audit data available locally is sufficient to determine if an intrusion is taking place, the proper response can be
initiated. It is also possible for an MDM to use a cooperative algorithm to identify an intrusion.

Stationary Secure Database — The stationary secure database (SSD) acts as a secure trusted repository
for mobile nodes to obtain information about the latest misuse signatures and find the latest patterns of hormal
user activity. It is assumed that the attacker will not compromise the SSD, as it is stored in an area of high
physical security. The mobile IDS agents will collect and store audit data (user commands, network traffic, etc.)
while in the field, and will transfer this information when they are attached to the SSD. The SSD will then use
this information for data mining of new anomaly association rules. The SSD will also be the place where the
system administrator can specify the newest misuse signatures. When the IDS agents are connected to SSD, they
will gain access to the latest attack signatures automatically. Using the SSD to communicate the new attack
signatures and establish new patterns of normalcy limits the amount of communication that must take place
between IDS agents in the MANET. Despite all the benefits of having an SSD in a mobile IDS architecture,
there are a few disadvantages in relying on a stationary database to provide vital IDS information. If an SSD is
used, mobile nodes will have to be attached to the non-mobile database periodically to stay up to date with the
latest intrusion information. This may not be an option for some mobile ad hoc environments. Also, since the
SSD must be a trusted source, it cannot be taken onsite without significant risk.

XIV. DISTRIBUTED INTRUSION DETECTION USING MOBILE AGENTS

Kachirski and Guha have proposed a distributed intrusion detection system for ad hoc wireless
networks based on mobile agent technology [13]. By efficiently merging audit data from multiple network
sensors, their bandwidth-conscious scheme analyzes the entire ad hoc wireless net-work for intrusions at
multiple levels, tries to inhibit intrusion attempts, and provides a lightweight low-overhead mechanism based on
the mobile agent concept.

There is an efficient distribution of mobile agents with specific IDS tasks according to their
functionality across a wireless ad hoc network. The agents used are dynamically updateable, have limited
functionality, and can be viewed as components of flexible, dynamically configurable IDS. Additionally, this
scheme restricts computation-intensive analysis of overall net-work security state to a few key nodes. These
nodes are dynamically elected, and overall net-work security is not entirely dependent on any particular node.
The modular approach taken has advantages such as increased fault tolerance, communications cost reduction,
improved performance of the entire network, and scalability.

The proposed IDS is built on a mobile agent framework as shown in Fig. 8. It is a no monolithic system
and employs several sensor types that perform specific functions, such as:

Network monitoring: Only certain nodes have sensor agents for network packet monitoring to preserve
total computational power and battery power of mobile hosts.

Host monitoring: Every node on the MANET is monitored internally by a host monitoring agent. This
includes monitoring system-level and application-level activities.

Decision-making: Every node decides on its intrusion threat level on a host-level basis. Certain nodes
collect intrusion information and make collective decisions about the network-level intrusions.

Action: Every node has an action module responsible for resolving intrusion situations on a host.

There are three major agent categories: monitoring, decision-making, and action agents. Some are
present on all mobile hosts, while others are distributed to only a selected group of nodes. While all nodes
accommodate host-based monitoring sensors of the IDS, a distributed algorithm is utilized to assign a few nodes
to host sensors that monitor network packets and agents that make decisions. The mobile network is logically
divided into clusters with a single cluster head for each cluster that monitors packets within the cluster. The
selected nodes host network monitoring sensors that collect all packets within the communication range and
analyze the packets for known patterns of attacks. Monitoring agents are categorized into packet monitoring
sensors, user activity sensors, and System-level sensors. Local detection agents are located on each node of an
ad hoc network, and act as user-level and system-level anomaly-based monitoring sensors. These agents look for
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suspicious activities on the host node, such as unusual process memory allocations, CPU activity, 1/O activity,
user operations (invalid login attempts with a certain pattern, super-user actions, etc.). If an anomaly is detected
with strong evidence, a local detection agent will terminate the suspicious process or lock out a user and initiate
reissue of security keys for the entire network. If some inconclusive anomalous activity is detected on a host
node by a monitoring agent, the node is reported to the decision agent of the same cluster of which the
suspicious node is a member. If more conclusive evidence is gathered about this node from any source
(including packet monitoring results from a network monitoring agent), the action is undertaken by the agent on
that node.

Action

Packet-level ~| Userleve _l System-level

Figure 8. Modular intrusion detection architecture.

Decision agents are located on the same nodes as packet monitoring agents. A decision agent contains a
state machine for all the nodes within the cluster it resides in. As intrusion or anomalous activity evidence is
gathered for each node, the agent can decide that a node has been compromised by looking at reports from the
node’s own local monitoring agents and the packet monitoring information pertaining to that node. When a
certain level of threat is reached for a node in question, the decision agent dis-patches a command that an action
must be undertaken by the local agents on that node. In time, the threat level decreases for each node in the
decision agent’s database.

XV. SUMMARY

In this article we survey several intrusion detection schemes that have been proposed recently. The
highlighted features of these schemes are summarized in Table 2. Severe memory constraints on a mobile device
imply that misuse detection systems that need to store attack sig-natures will be relatively difficult to build and
are likely to be less effective. Therefore, distributed anomaly detection is by far the methodology of choice for
intrusion detection in MANETS; Table 2 clearly makes that point.

In Table 3 we compare different IDSs presented in this article against the attributes of an ideal IDS.
These attributes are fault tolerance, scalability, interoperability with other IDSs, ability to detect new attack
patterns, and whether the proposed system introduces new weaknesses in terms of excessive overheads for
communication, storage, energy, or computation.
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Table 2. A summary of proposed IDSs.

We see from Table 3 above that there is a trend to use mobile agents for intrusion detection and
response in mobile ad hoc networks because these agents address the search and analysis problems involving
multiple distributed resources in an efficient manner. As indicated by column 4, most proposed systems lack
interloper-ability because they do not use the common message format that has been proposed by the IETF for
communication between various IDS agents. Inter-IDS agent communication security is another area in which
many of the proposed systems do not fare well.

Taking a leaf out of Axelsson’s survey on IDSs [1] for wireline networks, we see the fol-lowing
dichotomies in system characteristics hold true for wireless ad hoc networks.

Time of detection: Two main groups can be identified in wireless ad hoc networks too: those that
attempt to detect intrusions in real time and those that process audit data with some delay.

Locus of data processing: The audit data in general is processed, and new rules are derived from it in a
distributed fashion. Each node in most of the surveyed systems takes the distribut-ed approach to avoid being a
single point of fail-ure. The intrusion detection architecture is based on a secure stationary database being the
only exception, where audit data is transferred to the stationary secure database with the help of mobile agents,
and this audit data is then mined for new misuse patterns.

Security: The ability to withstand a hostile attack against the IDS itself. This area has been the subject
of little investigation. With the trend toward using mobile agents for intrusion detec-tion, most of the surveyed
systems that use mobile agents still do not consider the security of the agent platform itself.

Degree of Interoperability: The degree to which the system can interoperate in conjunction with other
IDSs, and accept audit data and reports from different sources. This is not the same as the number of different
platforms on which the IDS itself runs. With the exception of one, most of the proposed systems are not inter-
operable with each other.

XVI. CONCLUSION
This article presents the current state of the art in the area of intrusion detection and response for
wireless mobile ad hoc networks. Even though the research in intrusion detection start-ed at least 15 years ago in
the wired world, its application to wireless ad hoc networks is a rather recent development. Wireless ad hoc net-
works are intrinsically resource-constrained, which makes several of the schemes proposed in the wired world
inadequate, as discussed earlier. Approaches that require analysis of large trace data or attack signatures (used
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by misuse detection) or centralized analysis engines are not preferable. Instead, schemes that are distributed and
collaborative (e.g., anomaly-detection-based schemes) are likely to be more applicable. One key advantage of
using anomaly detection scheme is that it requires less modification of current routing protocols, and allows
trace analysis and anomaly detection to be performed locally in each node. At present the IETF has a working
group on intrusion detection [2] that covers current and future research topics, and is an excellent source for
information on the scope of future work.

Attributes of anideal intrusion detection svstem for MANETs
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Table 3. Comparison of different proposed architectures against ideal characteristics for IDSs in MANETS
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